ARAT CECOM SIPRNET ACCOUNT APPLICATION (EXAMPLE)

	Instructions for Opening an Army Reprogramming Analysis Team (ARAT) CECOM Account:

	1.  Completing the Form:

(A)  Fill in your personal information and sign the form after reading the certification statements.

(B)  This section is filled out only if you are a contractor with a mission requirement to access the ARAT network.  Attach a copy of the DD Form 254, Contract Security Classification, obtained from your company Facility Security Officer (FSO).  Your FSO should have the requested information.

(C)  This section is completed by either ARAT, your First-Line Supervisor, Security Officer/Manager, or the contract Project Manager.

(D)  Indicate which systems/services you are requesting access to.

(E)  This section is completed by your Security Officer/Manager.

(F)  This section is completed by your Information Systems Security Officer/Manager.  Attach a copy of the computer’s approved security accreditation.

(G)  This section is completed by the ARAT Network Administration Team during the account creation process.  Leave blank.

(H)  Include any additional remarks as appropriate.

( I )  To submit the application for processing, follow the Mail/Fax instructions as stated.  To speed up processing time, you can email the account form to the below POC, however, originals of each form must follow in the mail within a week or the account access will be suspended.

2.  You will be notified of your account’s userid and password within a week by ARAT.

3.  Contact ARAT for further assistance and information.  POC is Mr. Mike Crapanzano, ARAT, DSN (312) 992-9392, CML (732) 532-9392, unclassified email:    michael.crapanzano@us.army.mil

	A.  Applicant Information

	Last Name, First Name, MI

 Crapanzano, Michael J.
	Rank/Grade

Mr.
	SSN

 123-45-6789

	Status:    Active Duty    Reserves    Nat’l Guard    Gov’t Civilian    Contractor

                                                                                      X
	Position Description/Job Title

 Computer Systems Engineer

	Organization (add company name if contractor)

                            ARAT / SRI International
	Office Symbol

 AMSEL-SE-WS-AI-EC-ARAT

	Organizational Address (Include Zip Code)

    CECOM SEC, Bldg 1210, Ft. Monmouth, NJ 07703-5207
	Phone (Indicate DSN/CML – include Area code)

 CML (732) 532-9395 DSN 992-9395 (STU-III)

	Unclassified email address (.mil address is required)

                      Michael.Crapanzano@us.army.mil
	Classified email address (other than the ARAT SIPRNET e-mail account)

 Michael.Crapanzano@us.army.smil.mil

	I, the requestor/user, certify that:
1.  The computer account will be used in support of an official government project/contract.

2.  All actions related to use of this account and its inherent access to classified Department of Defense computer systems will be governed by all applicable security regulations, policy directives, and guidelines in existence.

3.  I will only access the ARAT network via an accredited (up to SECRET Collateral) computer and will safeguard the classified data contents of this account, my computer, and the security of the applicable associated cryptographic material.  (Attach a copy of the computer’s security accreditation.)

4.  I will not willfully compromise the account password.  (Examples of willful compromise include storing account password in a PC or terminal; developing automatic login procedures that circumvent the manual entry of the account’s username and password; or, allowing anyone, without first executing the proper need-to-know, to use the account.)

5.  I will notify ARAT when the account is no longer needed, when account information needs to be revised, or the password has been compromised.

6.  I will coordinate password changes with the ARAT network administration team semiannually.

	Signature

      
	Date

 8 Aug 03

	B.  Contractor Applicant Additional Information (Facility Security Officer - attach copy of DD Form 254)

	Company Facility Clearance

 SECRET
	Cage Code

 12345
	Contract Number

 DAAB07-99-D-Q123
	Contract Expiration Date

 8 Aug 2007

	C.  Need-to-Know Certification (ARAT, First-Line Supervisor, Security Officer/Manager, contract Project Manager)

	I certify that the applicant has the proper need-to-know to be granted an account on the ARAT network/server, and to access the classified (SECRET collateral) Secure Internet Protocol Router Network (SIPRNET) and all its affiliated services (Email, INTELink-S World Wide Web, News).

	Name/Title/Organization (include relationship to Applicant)

 Gary Clerie, Avionics/Sensors Branch Chief
	Signature

      
	Date

 8 Aug 03

	D.  Request Access to the following Systems/Services (‘X’ all that apply):

	SIPRNET/INTELink-S WWW Access:
	CIK ID (DAO Code)
	STU-III Make/Model (AT&T1100/1910, Motorola SECTEL1500, GE9600) or STE Make/Model/Release Version (Office/Data STE Release 1C, 2.0, 2.1, 2.2, etc.)

	Local Facility (Rm 226, Bldg 1210)

      
	Remote Dial-up PPP 
via STU-III or STE ======>

 X
	123456
	Office STE Release 1C

	Services:
	Theater of Responsibility (Be as specific as possible, i.e.  Korea within PACOM):

	SIPRNET email account

X
	TACOPS

X
	SEPS

 FORMCHECKBOX 

	WWW Threat Data   X ==>
	ACOM

  FORMCHECKBOX 

	CENTCOM

  FORMCHECKBOX 

	EUCOM

  FORMCHECKBOX 

	NTC

 FORMCHECKBOX 

	PACOM

Korea
	SOUTHCOM

  FORMCHECKBOX 

	Other

  FORMCHECKBOX 


	Note:  Accounts on the Multi-Service Electronic Warfare Data Distribution System (MSEWDDS) or the MSEWWEB can be attained by contacting Mr. Robert Hankins at the Eglin AFB, FL DDS administration office, DSN (312) 872-2166.  Further information and forms are available on the Internet/NIPRNET ARAT web site, http://www.sec.army.mil/arat


ARAT Form 1C, 7 Nov 03  (Page 1 of 2)

ARAT CECOM SIPRNET ACCOUNT APPLICATION

	E.  Security Clearance Certification (Security Officer/Manager)

	I certify that the applicant has a minimum of a Secret Collateral security clearance.

	Type of Investigation

 BI
	Degree of Clearance

 SECRET
	Granted By
 DIS
	Granted On

 8 Jan 97

	Name/Title/Organization

 Dick Winters, FSO, SRI International
	Signature

      
	Date

 8 Aug 98

	F. Computer Accreditation Certification (Information Systems Security Officer/Manager - attach copy of accreditation)

	I certify that the applicant has a computer accredited at the CS3 level to access the Secure Internet Protocol Router Network (SIPRNET).

	Computer Accreditation Level

 CS3
	Granted By

 FSO
	Granted on

8 Jan 97

	Name/Title/Organization

Dick Winters, FSO, SRI International
	Signature

      
	Date

 8 Aug 98

	G.  ARAT Network Administration Actions (for ARAT internal tracking use only)

	Date Form Received

      
	Received By

      
	Approved By

      

	System Account User Name

      
	System Server

      
	Date Created

      
	Created By

      
	Date Deleted

      
	Deleted By

      

	System Account User Name

      
	System Server

      
	Date Created

      
	Created By

      
	Date Deleted

      
	Deleted By

      

	System Account User Name

      
	System Server

      
	Date Created

      
	Created By

      
	Date Deleted

      
	Deleted By

      

	H.  Additional Information

	HW:          Desktop          Laptop          Other (please specify):                           Laptop
Operating System (OS) SW:       Windows 95          Windows 98          Windows NT          Windows 2000:     Windows 2000
                                               UNIX (specify vendor and version):                                                      Other (specify):

Additional Comments:  I have a STU-III, but do not know what model it is.  Also, I am having problems with the EWOSS software on my laptop.



	I.  Completion Instructions

	Mail Completed Form and appropriate attachments to:

Mr. Mike Crapanzano
US Army CECOM Software Engineering Center

ATTN:  AMSEL-SE-WS-AI-EC (ARAT)

Building 1210, Rittko Avenue

Fort Monmouth, NJ  07703-5207
	Or FAX to:
DSN (312) 992 - 5238 / CML (732) 532 - 5238

Alternate: 
DSN (312) 992 - 8287 / CML (732) 532 - 8287

Address Fax to:
ATTN:  ARAT, Mr. Mike Crapanzano

Both Faxes operate 24 hours/day, 365 days/year

Or email to: 
michael.crapanzano@us.army.mil

Follow up with originals via mail or fax within a week.
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